UHdopmaumnoHHaa naMAaTKa AnAa odyyaroLwwmxca ans pasmMmeweHus
Ha opmumanbHbIX UHTEepHeT-pecypcax

C kaxablM rogoM MONoAeXu B MHTEPHETE CTaHOBUTLCS Oonblue, a LIKONbHUKA OAHU U3
caMbIX aKTMBHbIX nonb3oBaTtenen PyHeta. Mexagy Tem, MOMMMO OFPOMHOrO KOnmM4yecTBa
BO3MOXXHOCTEW, WMHTEPHET HeceT M npobnembl. OTa NamaATka [[OIMKHA MNomouvb Tebe
Oe3onacHO HaxXoOUTbCS B CETW.

KomMnbloTepHble BUPYChI

KoMnblOTEpPHLIM BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MPOrpamm, OTIIMYMTENBHON
0COBEHHOCTLIO KOTOPOKM SIBASIETCA CNOCOOHOCTb K pa3MHOXeEHU0. B 4OMNOMNHEHNE K aTOMY,
BMPYCbl MOryT MOBPEAUTb WMAM MOMHOCTBIO YHUUTOXWUTE Bce annbl M AaHHble,
MOAKOHTPOSbHbIE MOMb30BaTEND, OT WMEHW KOoToporo Obina 3anyuieHa 3apaxEHHasd
nporpaMma, a Takke NoBpeauTb UK AaXe YHUYTOXUTb ONepauMOHHY CUCTEMY CO BCEMM
hannamm B uenom. B 60nbLIMHCTBE CnyyYaeB pacnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHET.

MeToabl 3aWmThl OT BPEOOHOCHbIX NporpamMmm:

1. Mlcnonb3y COBpPEMEHHblE OrnepauuoOHHbIE CUCTEMbI, UMEKLLME CEPbE3HLIN YPOBEHbL
3alWnTbl OT BPEAOHOCHbIX MPOrpamm;

2. TloCcTosiHHO YycTaHaBnuBam nadTm (UMAPOBLIE 3annaTku, KOTOpble aBTOMAaTU4YECKU
yCTaHaBMMBalTCA C LUenbko [opabTkm nporpammbl) U gpyrme OOHOBMEHUS CBOEMN
onepauuoHHon cuctembl. CkaumBanm X TONbKO C odumumanbHoro canmta paspabotymka OC.
Ecnu cywiecTtByeT pexxMm aBTOMaTtny4eckoro 0OHOBNEHNS, BKITHOYM €rO0;

3. PaboTtainn Ha cBOeM KoMMblOTEpe nof npaBaMy Nonb3oBaTens, a He agMWHUCTpaTopa.
OTO He MNo3BONUT GONbLUMHCTBY BPELOHOCHbLIX MPOrpaMMm WMHCTanNMpoBaTbCs Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBUPYCHble NpOrpaMMHble MNPOAYKTbl M3BECTHbLIX MNpou3BoauTenen, C
aBTOMaTM4eCcKknm obHoBNeHNEM 6as;

5. OrpaHnyb pU3n4ecKnin JOCTyN K KOMNbIOTEPY ANA MOCTOPOHHUX NAL,;

6. Vicnonb3yn BHeLWHWe HocuTenn MHopmauum, Takue Kak drewuka, guck unuv damn ums
WMHTepHeTa, TOSbKO N3 NpoepeHHbIX NCTOYHUKOB;

7. He oTkpbiBan KOMMbIOTEPHbIE (annbl, NOMy4YEeHHbIE N3 HEHAOEXHbLIX UCTOYHMKOB. [axe
Te dpannbl, KOTOpble Npucnan TBOW 3HAKOMbIW. Jlyyle yTOYHW Yy Hero, OoTrnpasBnsAn nn OH
Tebe nx.

Cetn WI-FI

Wi-Fi - 370 He BMA nepegayn gaHHbIX, HE TEXHOMOrMS, a Bcero nuwb 6peHa, mapka. Euwe B
1991 rogy HuaepnaHackaa KomnaHusa 3apeructpuypoBana 6peHg «WECA», 410
obosHavano crnosocoveTaHne «Wireless Fidelity», «koTopbln nepeBoaMTCA  Kak
«becnpoBogHast TOMHOCTbY.

[lo Hawero BpemeHw pfowna ppyras abbpesmatypa, KoTopas SBNSAETCA TakoW e
TexHonorven. 3to abbpesmaTtypa «Wi-Fi». Takoe Ha3BaHme ObIIO OaHO C HAMEKOM Ha
cTaHgapT BbICLUMA 3BYKOBOW TexHUKM Hi-Fi, 4To B nepeBoge o03HavaeT «BblCOKas
TOYHOCTbY.



[a, 6ecnnaTHbIN WMHTEPHET-AOCTYN B kade, OTENsX M aspornopTax SABNAETCH OTMMYHOW
BO3MOXHOCTbIO BbiXx0o4a B MHTEPHET. HO MHOrMe akcnepTbl CHUTAOT, YTO O6LLEeQOCTYNHbIE
Wi-Fi cetun He aBnstoTca 6e3onacHbIMU.

CogeTbl N0 6e3onacHocTn paboTe B 06wenocTynHbix cetax Wi-fi:

1. He nepepaBan cBow nNn4Hy0 MHGopMauuio Yepes obwenoctynHole Wi-Fi cetn. PaboTas
B HUX, XXenaTesibHO He BBOAUTb Naposniv AoCTyna, NorMHbl U Kakme-To HoMepa;

2. Wcnonb3yn n oBGHOBNSM aHTMBMPYCHbIE MporpaMmmbl M GpaHgmayep. Tem cambiM Thbl
oGesonacub cebs OT 3akadkm BUpyca Ha TBOE YCTPOUCTBO;

3. lNpun wucnonb3doBaHum Wi-Fi oTknoun dyHkuuio «O6wmin  goctyn K pavnam u
npuHTEepam». [laHHaa yHKUMS 3aKpbiTa Mo YMONYaHuio, OQHAKO HEKOTOpPbIE Nofb3oBaTenu
aKTUBMPYIOT €€ ans yaobcTea ncnonb3oBaHns B pabote nnm yvebe;

4. He ncnonbayn nyénuynbin WI-FI onsa nepegaym nuyHbIX AaHHbIX, HANpUMep Ans Bbixoda
B coumarnbHble CETU NI B 3NIEKTPOHHYIO NOYTY;

5. inonb3yn TonbKo 3awuuieHHoe coeamHeHme Yepe3 HTTPS, a He HTTP, 1.e. npu Habope
Beb6-agpeca BBoAN MMEHHO «https://»;

6. B MobunbHoM TenedoHe oTknoun yHkumo «lMogknoyvenne Kk Wi-Fi aBTomatudeckmy.
He ponyckan aBTOMaTM4yeckoro MNOAKMYeHusa ycTponctBa k cetam Wi-Fi 6e3 TBoero
cornacusi.

CoumnanbHble ceTn

CoumanbHble CeTU akTUBHO BXOOAT B HaLy XW3Hb, MHOTME noan paboTalT M XUBYT Tam
NOCTOSIHHO, a B Facebook yxe 3apernctpupoBaH Munnuapg 4YenoBek, YTo ABNAeTCs O4HON
ceabMON BCex xutenen nnaHetbl. MHOrme nonb3oBaTenu He NOHUMaOT, YTO MHdopMauns,
pasMelleHHass MU B couMarnbHbIX CETSX, MOXeT ObiTb HalngeHa M UCMNONb30oBaHa KeMm
YyrogHo, B TOM Yncne He obs3aTenbHO ¢ Gnarmmm HamepeHusaIMu.

OcHoBHble coBeTbl N0 6e30MacHOCTN B coUMarnbHbIX CETAX:

1. OrpaHuyb cnucok apy3en. Y 1ebsa B Apy3bsiXx HE AOMKHO ObITb Criy4yarHbIX N HE3HAKOMbIX
noaen;

2. 3awumuian cBo YacTHYIO XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aTy TBOero
POXOEHUS U APYTYHO NNYHYIO MHAOPMaUno. 3M0yMbILLIIEHHMKM MOTYT MCMNOMb30BaTh Aaxe
MHOPMaLMIO O TOM, Kak Tbl U TBOM pOoAUTENM NMNaHNpyeTe NPOBECTU KaHUKYIbI;

3. Bawmwan ceoto penytaunto - oepxum ee B HACTOTE U 3agaBan cebe BOMPOC: XoTen Obl
Tbl, YTOObI apyrue nonb3oBaTternin Buaesnn, 4Yto Tbl 3arpy>|<anJb? I'Iogymaﬁ, npexae 4em
YTO-TO 0I'Iy6]'IVIKOBaTb, HanmcaTb 1 3arpy3nTb,

4. Ecnu Thl roBopuilb C NMogbMn, KOTOPbIX HE 3HaELllb, HE I/ICI'IOJ'Ib3yI7I CBO€ pealibHOE NMA U
APpyryw nM4Hyo I/IHC*)OpMaLI,I/II/IZ M4, MECTO XUTEIbCTBA, MECTO yqe6b| N npoyee,;

5. N3beran pasmelueHna gotorpadumn B IHTepHeTe, rae Tbl N306paxkeH Ha MecTHOCTH, Mo
KOTOPOW MOXHO OnpeaenuTb TBOE MECTOMOSIOXKEHUE;

6. lMpun pernctpaumm B couumanbHOM CETU HeOoBXoOAMMO WUCMOSb30BaTb CIOXHbLIE NapPOIN,
cocrosime u3 6yks 1 LMGP U C KONNYECTBOM 3HAKOB HE MeHee 8;



7. Ana coumanbHOW CeTU, MOYTbl U APYrMX CanToB HeoOXoOAMMO MCMONb30BaTb pasHble
naponu. Torga ecnu Tebsi B3NOMAalOT, TO 3MOYMbILWMAEHHUKMA MNonyyYaT AOCTYN TOMbKO K
OAHOMY MECTY, a He BO BCe cpasy.

OnEKTPOHHbIE AEHbIMN

ONEKTPOHHbIE OEeHbMM — 3TO OYeHb YAOOHLIM CnNocob nnaTexewn, OAHAKO CyLLECTBYHOT
MOLLUEHHUKWN, KOTOPbIE XOTAT NOSTYYUTb 3TN AEHbIN.

OneKTpOoHHbIe AeHbIM MOSIBUNNCL COBCEM HEOABHO M MMEHHO M3-3a 3TOr0 BO MHOIMUX
rocygapcTBax o CMX NOp He NPOMNMCaHO MPO HUX B 3aKOHaX.

B Poccum e oHM OyHKLMOHMPYIOT M O HUX YK€ NMPOMMCaHo B 3aKOHe, rae UX pasgensoT Ha
HECKOJSbKO BMAOB - aHOHUMHbIE U HE aHOHUMHbIe. Pa3Huua B TOM, YTO aHOHWMHBbIE - 3TO Te,
B KOTOPLIX paspeluaeTcsi NpoBoAMTL onepauun 6e3 naeHTudgmkaumm nonb3oBaTens, a B
HeaHOHUMHbIX MAEHTUMMKALMKN NoNb3oBaTens sBnseTcs 0b6sa3aTenbLHON.

Takke cnegyet pasnuyatb SMEKTPOHHble puaTHble OeHbrM (paBHbl FOCYAapPCTBEHHbLIM
BantoTam) 1 3NeKTPOHHble HedmaTHblE AeHbI (He paBHbl FOCYAapCTBEHHbLIM BantoTam).

OcCHOBHble COBETbI M0 6e3onacHol paboTe ¢ 3NeKTPOHHbIMU AeHbraMu:

1. TpuBskn K cHeTy MOBUNbHbIN TenedoH. OTO camMblil YAOBHbIN M BbICTPbIN cnocod
BOCCTaHOBUTb JOCTYN K cyeTy. [puBsa3aHHbIi TeneoH NOMOXeT, ecnu 3abyaellb CBOW
nnaTeXxHbIN Naposib Ny 3anjellb Ha canT C HE3HAKOMOro YCTPOUCTBA;

2. Wcnonb3yin ogHopasosble naponu. Mocne nepexoaa Ha ycuneHHyo aBTopusauunio Tebe
yXKe He ByaeT yrpoxaTb OMacHOCTb KPaXku UMK nepexsarta nnaTtexHoro napons;

3. Bbibepu cnoxHbi naposnb. [NpectynHukam 6yaeT He NpOCTO yragaTb CIIOXHbIA Naporb.
HapgexHble naponn — 370 Naponu, KOTopble coaepXXaT He MeHee 8 3HaKOB U BKIKOYalOT B
ceba CTpoYHble U nponucHble OyKBbl, UMMPbI U HECKONbKO CUMBOSOB, TakMe KaK 3HakK
ponnapa, oyHTa, BocKnMuaTenbHbIi 3Hak 1 T.n. Hanpumep, StRONg!;;

4. He BBOOM CBOM NNYHbIE OaHHbIE HA CanTax, KOTOPbIM HE AOBepsieLlb.
OnNeKTPoOHHasA NoHTa

OneKTpoHHasA novta — 3TO TEXHONOrUst U NpeaocTaBNsgeMble el YCnyrn no nepecobinike u
MOMYYEHUIO ANEKTPOHHbLIX COOBLLIEHMI, KOTOPblE pacnpedensitoTC B KOMMbIOTEPHOM CeTW.
OObIYHO  9NEKTPOHHbIM  MOYTOBLIA  AWMK  BbIMSAUT  cnegylowum  obpasowm:
UMSA_nonb3oBatensa@uMs_aoMeHa. Takke KpoMe nepefayn npocToro TekcTa, umeeTcs
BO3MOXHOCTb Nnepeaasatb haurbl.

OcHoBHble coBeTbl Mo 6e3onacHon paboTe ¢ 3NEeKTPOHHOW MNOYTOMN:

1. Hago BbIGpaTh npaBunbHbIN NOYTOBLIA CepBUC. B MHTEepHeTe eCTb OrpoMHbIN BbIGOP
BGecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO INydylle [OBEPSATb TEM, KOro 3Haelb W KTO
nepBbl B PENTUHrE;

2. He ykasbiBal B NUYHOW Mo4YTE NUYHYKO WHopmaumo. Hanpumep, nydwe BbibpaTb
«My3blKanbHbIN_aHaT@» unn «pok2013» BMecTo «Temal3»;

3. Ncnonb3yn aByxaTarnHyo aBTopusaumio. 1O Koraa noMMMO Naporsist HY>KHO BBOOAUTb Kof,
npucbinaemoin no SMS;

4. Bblbepn cnoxHbln naponb. Ona Kaxgoro nOYTOBOrO SlMKa [OMKEH ObiTb CBOWM
HaOEeXHbIN, YCTONYUBbLIV K B3rIOMY NMaporib;



5. Ecnn ectb BO3MOXHOCTb Hanucatb CamMOMy CBOW JIMYHBIA BOMPOC, WUCNOSb3ynh 3Ty
BO3MOXHOCTb;

6. Mcnonb3ym HECKONbKO MNOYTOBbLIX ALWMKOB. [lepBbln ANS 4YacTHOW Nepennucku C
agpecaTamMu, KOTOPbIM Thl JOBepsiellb. OTO 3MEKTPOHHLIM agpec He Hago MCNorib3oBaTb
npu pernctpaumm Ha popymax n camrax;

7. He oTkpbiBan hannbl U gpyrve BrOXKEHUS B NMUCbMaXx aXe eCrivi OHU NPULLN OT TBOUX
apy3en. Jlyywe yTouHM y HUX, OTNPaBnsany nu oHn tebe atn hannol;

8. MNocne okoH4YaHMs paboTbl HA NOYTOBOM CEPBUCE Nepern 3aKkpbiTUEM BKNadKM C CanToMm
He 3abyab HaxaTb Ha «BbInTny.

KnbepbynnuHr nnm BupTyanbHoe n3geBaTenbCTBO

KubepbynnuHr — npecnegosaHne coobLleHnsMn, cogepxalummm ockopbneHuns, arpeccuto,
3anyrmBaHue; XynuraHcTBO; couuanbHoe O60MKOTUPOBaHME C MOMOLLbLIO  PasnNYHbIX
NHTEPHET-CEePBMCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ knbepObynnmMHrom:

1. He 6pocanicsa B 6on. Jlydwimn cnocob: nocoBeToBaThCs Kak cebs BECTU U, eCNn HeT TOro,
K KOMY MOXHO 0OpaTuTbCs, TO BHadane ycnokouTbcA. Ecnu Tbl HayHewb oTBevaTtb
OCKOpOneHnsaMn Ha ockopbrieHns1, TO TONbKO elle Gonblue pasoxKeLllb KOH(IWKT;

2. Ynpasnan ceoen knbeppenyTtauunen;

3. AHOHMMHOCTb B ceT MHuUmas. CyllecTBYKOT Cnocobbl BbIACHUTb, KTO CTOUT 3a
AHOHMMHbIM aKKayHTOM;

4. He ctouT BECTU XynuraHckuin obpas BUPTyanbHOM Xu3HW. VIHTEepHeT dukcupyeT Bce
TBOW JENCTBUSA U COXPAHSIET UX. YOanuTb ux byaeT kpanHe 3aTpyaHUTENbHO;

5. Cobnogan ceou BUPTYanbHY YeCTb CMOSOAY;

6. WrHopupyn eamHunyHbii HeratmB. OgHopasoBble OCKOpPOUTENbHbIE COOBLLEHUS Nydlle
nrHopmposaTtb. OBbIYHO arpeccusi NpekpalaeTcs Ha HavanbHOW CTaauu;

7. ban arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMW COOBLLEHUAMMU, B cOUMarbHbIX
CeTSAX eCTb BO3MOXHOCTb BSIOKMPOBKM OTNPaBKM COOBLLEHUI C onpeaeneHHbIX aapecos;

8. Ecnu T1bl cBugetenb knbepbynnuHra. TBoM OEWUCTBUA: BbICTYNUTb  MNPOTUB
npecnegosarens, nokasaTb emy, YTO ero JeNCTBUSA OLEHUBAKOTCHA HeraTuBHO, Nogaepxarb
XepTBY, KOTOPOW HYXHa MCUXonorndyeckas nomMoLlb, CcOooOWUTL B3pOChbIM O dakTe
arpeccvBHOroO NoBeAeHUs B CETU.

MobunbHbIN TenedoH

CoBpeMeHHble cMapTdOHbl WM nNnaHweTbl cogepxaTt B cebe BnomHe B3POCIbIN
dyYHKUMOHAN, U Tenepb OHW MOTYT KOHKypupoBaTb CO CTauUMOHAPHbIMU KOMMbIOTEPAMM.
OpHako, cpeacTB 3alnThbl AN NogO0OHbIX YCTPOWCTB NOKa O4YeHb Mano. TeCTUupoBaHue U
NMOUCK YA3BMMOCTEN B HUX MPOUCXOOMUT He TakK MHTeHcuBHO, kak ans [K, To xe camoe
KacaeTcst U MOBUMbHbLIX MPUMOXEHUN.

CoBpeMeHHblE MOOUIbHbIE Bpay3epbl YXe MpakTUYeCKU OOorHanM HacTOfbHblE aHaroru,
OAHaKO pacwmpeHne dyHKUMOHana BrieyeT 3a cobor GOMbLIY CIOXHOCTb M MEHbLUYHO
3alUNLLIEHHOCTb.



,El,aneKo He BCe npoussoaunTesrnin BbiNyCKakoT obHoBNEHNA, 3aKpbiBawoLWne KpuUtnyeckmne
YyA3BUMOCTU OJ14 CBOUX yCTpOIZCTB.

OcHoBHble coBeTbl Anst 6e3onacHOCTM MOBUBLHOIO TenegoHa:

1. Huyero He siBnsieTcs no-HactosileMy 6ecnnaTtHbiM. Byab ocTopoxeH, Beab koraa Tebe
npeanaraoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT OblTb CKPbITbI KaKMe-TO NnaTHbIe YCnyru;

2. Oyman, npexae 4yem otnpasutb SMS, doTo unu BMAeo. Thbl TOYHO 3HaelWb, rge OHu
OyayT B KOHEYHOM uTOre?

3. Heobxoanmo o6HOBNATL OnepaumoHHy0 CUCTEMY TBOErO CMapT(OHa;
4. V\cnonb3yn aHTUBMPYCHbIE NPOrpaMmbl 45151 MOOUITbHbBIX TENe(OHOB;

5. He 3arpy>Ka|7| npunoXxeHmnda oT HEU3BECTHOINO0 UCTOYHUKA, BEOb OHU MOTyT coAepXXaTb
BpeaoOHOCHOE MnporpaMmmMHoe obecneveHue;

6. lNocne TOro kak Tbl BblMdeWb C cauTa, rae BBOAUM NINMYHYK MHGOpMaUuio, 3anan B
HacTpouku Bpaysepa u yaanu cookies;

7. MNepuoanyecku NpoBepsait kakve nnaTHble YCryrM akTMBMPOBaHbI HA TBOEM HOMEPE;

8. [laBaii cBovi HOMep MOBUNbHOro TernedoHa TOrMbKO NAAM, KOTOPbIX Thl 3HAELLb U KOMY
[oBepsiellb;

9. Bluetooth gomkeH GbITh BbIKIHOYEH, KOraa Tbl MM He nonb3yelwbced. He 3abbiBan nHorga
NnpoBepsiTb 3TO.

Online vrpbl

CoBpeMeHHble  OHMaWH-Urpbl - 9TO KpacouyHble, 3axBaTbiBalolMe pasBrievYeHus,
o0beanHALWMNE COTHWU ThICSY YENoBeK No Bcemy mupy. Wrpoku mccrnegyroT OaHHbI UM
MUp, o6LLalTCA ApYyr C OPYrOM, BbIMOMHSKT 3adaHus, cpaxarwTcss C MOHCTpaMu U
nonyvarT onbIT. 3a yOOBONLCTBME OHW MNATAT: MOKyNnawT AWUCK, onnadnBaloT aboHEMeEHT
N NpuobpeTaroT Kakme-To onumu.

Bce atm cpegctBa mayT Ha nopdepxaHve W pasBuUTME WUMPpbl, a TakkKe Ha camy
6e3onacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPU3aUMM, BbINYCKAOTCA HOBblE MaTyu
(umndppoBble 3annaTkmn Ana nporpamMm), 3aKpbliBatOTCA YA3BMMOCTN CEPBEPOB.

B noaoGHbIX nrpax CToMT onacaTbCs HE CTOMNbKO CBOMX COMEPHUKOB, CKOMbKO KPaXKu TBOEro
napons, Ha KOTOPOM OCHOBaHa cucTema aBTopu3aunm 6onbLIMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOErO MrpoBOro akkayHTa:

1. Ecnn gpyron urpok Beget cebsa nnoxo unu cosgaet Tebe HENPUATHOCTK, 3abNOKMUpyn ero
B CMWCKE UrPOKOB;

2. MNoxanynca agMUHUCTpPaTOPaM Urpbl Ha Mroxoe NoBedeHue 3TOro Urpoka, xenatenbHo
NPUNOXUTb Kakne-To JoKasaTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBan NMYHy0 MHOpMaLno B npodanne urpsbl;
4. YBaxaun gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnmean HeodmumarnbHble Natyn n Moapl;



6. Nicnonb3yn CnoXxHble 1 pasHble Naponu;

7. Jaxe BO BpemMsi Urpbl He CTOUT OTKMYaTb aHTuBumpyc. [oka Tbl urpaelb, TBOW
KOMMbIOTEP MOTYT 3apasnThb.

PULINHT nnn KpaXa JTIM4YHbIX AaHHbIX

OO6bIYHOW Kpaken AeHer U JOKYMEHTOB CErofHsi Y>Ke HUKOro He yauBMLb, HO C pasBUTMEM
NHTEPHET-TEXHONOMIA 37I0YMbILUNIEHHUKN NEPEMECTUNINCL B MHTEPHET, WU NpoAosKakT
3aHUMAaTbCH «NOOUMBbIMY» AEF oM.

Tak nosiBMNacb HOBasi yrpos3a: WUHTEPHET-MOLUEHHMYECTBA WMAW OULLWHE, rfaBHas Uenb
KOTOPOro COCTOUT B NOSNyYEeHUM KOHMAEHUMNANbHBIX AaHHbBIX NOSb30BaTENEN — NOMMHOB U
naponen. Ha aHrnuiickom asbike phishing uMtaetca kak dpuwmHr (ot fishing — pbibHas
noens, password — naporsib).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLMHIOM:

1. Cnepgm 3a cBoMM akkayHToM. Ecnn Tbl nogo3peBaellb, YTO TBOSI aHKeTa Obina B3rioMaHa,
TO Heobxoanmo 3abroknMpoBaTb €e U CooOLWMTb agMMHUCTpaTopam pecypca o6 3TOM Kak
MOXHO CKOpee;

2. Wcnonb3yi GesonacHble Beb-calTbl, B TOM YWUCNE, MHTEPHET-MarasnHoB M MOWUCKOBbIX
cucTem;

3. Wcnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnu Tebs B3nomaroT, TO
3M10YMbILUIEHHUKX NOMyYaT AO0CTYN TOMbKO K O4HOMY TBOeMy Mpourilo B CETU, a He KO
BCEM;

4. Ecnun Ttebsa B3nomanu, To HeobxoanMO NpenynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble
pobaBneHbl y Tebsa B Opy3bsix, O TOM, YTO Tebs B3niomManu n, BO3MOXHO, OT TBOErO0 MMEHU
ByaeT paccbinaTbCs cram U CCbINIKN Ha (PULLIMHIOBLIE CanThl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIN TeNedoH;
6. OTKNoYM coxpaHeHne napons B 6payaepe;

7. He oTkpbiBan thannbl U gpyrve BrOXKEHUA B MUCbMax JaXe eCrn OHU MPULLIN OT TBOUX
apy3en. Jlyyile yTouHM y HUX, OTNPaBsanmv N oHn Tebe aTn ansbl.

Lindposas penytauus

LindpoBas penyTtaumsi - 3TO HeratMBHas UM NO3nTUBHAA WHGoOpMaumsa B ceTu o Tebe.
KomnpomeTupyowas uHpopmMauus pasMelleHHas B WHTEPHETE MOXET Cepbe3HbiM
obpa3oMm OTpasnTbLCA Ha TBOEW pearnbHOW XM3HU. «LudpoBas penytaumsi» - 3TO TBOWM
UMUK, KOTOPbIN chopmupyeTcs n3 nHpopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XUTENbCTBA, y4ebbl, TBOE (PMHAHCOBOE MOMOXKeHne, 0COBEHHOCTU XapakTepa
1 pacckasbl 0 6rM3KUX - BCe 3TO HaKannMBaeTCs B CETH.

MHoOrme nOApPOCTKM NErKOMbICNIEHHO OTHOCATCA K Mybnukaumm nuMYHOW WHopmauun B
MHTepHeTe, He NOHMMasa BO3MOXHbIX MOCNeACTBUN. Thl AaXe He CMOXeLlb OoragaTbCHa O
TOM, YTO choTorpacums, pasmeLLieHHass 5 neT Hasag, ctana NpuYMHOM oTKasa NMpPUHATbL Tebs
Ha paborTy.

KommeHTapuu, pasmelleHne TBoux dotorpadpun v apyrme AenctBus MOryT HEe UCYE3HYTb
Aaxke rnocre Toro, Kak Tbl UX yganuwb. Tbl HE 3Haelb, KTO COXpaHun 3Ty MHgopmaumio,
rornara fn oHa B MOMCKOBbIE CUCTEMbI U COXPaHWUNAach N OHa, a rMaBHOe: YTO NoayMaroT O



Tebe oKpyxatolee noan, KoTopble HanayT U yBUAAT 3TO. Hantm nHdopmauunio MHoro net
CnycTs CMOXeT nobon - Kak n3 gobpblx NOBYXKOEHMN, TaK U C HAMEPEHUEM MNPUYNHUTD
Bped. 3TO MOXET ObITb KTO YrogHO.

OcHoBHble coBeTbI MO 3aLmTe LMGPOBON penyTauunm:

1. Mopyman, npexge 4em 4TO-TO NybnukoBaTb W nepegaBaTtb y cebs B 6nore vnun B
couunanbHon ceTu;

2. B HacTponkax npogusis yCTaHOBWU OrpaHUYeHuUs Ha NPOCMOTP TBOEro npodund n ero
COAEPXKMMOrO, caernan ero TofbKo «451s Opy3eny;

3. He pasmeLllain 1 He ykasbiBa MHOPMaLMO, KOTopas MOXET KOro-nmbo ockopbnsaTb unm
obmxaTb.

ABTOpCKOE NpaBo

CoBpeMeHHbIe LLKOMbHUKN- aKTUBHbIE MONb3oBaTenu UMdpoBOro npocrpaHcTea. OgHako
[laneko He BCe 3HAalT, YTO MONb30BaHWE MHOMMMM BO3MOXHOCTAMM LMGPOBOro Mupa
TpebyeT cobniogeHns NpaB Ha MHTENEKTYanbHY COOCTBEHHOCTb.

TepMUH «UHTennekTyanbHass COOGCTBEHHOCTb» OTHOCUTCS K PasNUYHbIM  TBOPEHUSIM
YerioBEeYEeCKOro yma, HauMHasi C HOBbIX W300peTeHuMn W 3HakoB, OOO03HaYaroLmnX
COOGCTBEHHOCTb Ha MPOAYKTbI M YCNyrM , M 3aKaHyuBasi KHuramu, doTorpadusmu,
KMHOUIbMaMM U My3blKanbHbIMU NMPOU3BEAEHUSIMNA.

ABTOpCKME MNpaBa - 3TO NpaBa Ha WHTENNEKTyanbHyd COBCTBEHHOCTb Ha MPOU3BEAEHUS
HayKun, nuTepaTypbl U UCKycCcTBa. ABTOPCKME NpaBa BbLICTYNatT B KAYECTBE rapaHTum Toro,
4YTO WHTENneKkTyanbHbIN/TBOPYECKUA Tpyn asTopa He OydeT HanpacHblM, JacT emy
crnpaBeanuBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOEro Tpyda, NonyynTb
N3BECTHOCTb M Npu3HaHune. H1kTo 6e3 paspelueHns aBTopa He MOXET BOCNPOU3BOAUTbL €ro
npovsBeneHune, pacnpoCTpaHATb, nyGrmMyHo AEMOHCTPUPOBATh, npoaasaTb,
MMMNOPTMPOBATb, MyckaTb B NPOKaT, NyGNMYHO MCMOMHATb, NOKa3bIBaTb/UCMNONHATL B 3dmpe
unu pasmMellaTb B MIHTepHeTe.

Mcnonb3oBaHue «nnpaTtcKkoro» nporpamMmmHoro obecneyveHnss MoxeT npmBectn K MHOIrMmM
puckam: OT noTepun AaHHbIX K TBOMM akKkayHTamMm A0 6J'IOKI/1pOBKI/I TBO€Ero yCTpOIZCTBa, roe
yCTaHOBﬂeHHbIVI He neranbHasa nporpamMmma. He ctount Takke 3abbiBaTb, 4TO cyliecTtByeT
neranbHble U BbecnnaTHble nporpamMmmbl, KOTOpbl€ MOXHO HanTK B ceTun.

O noprane

CeTeBMYOK.pdd - TBOM [NaBHbIA COBETYMK B CeTU. 34eCb Tbl MOXelWb Y3HaTb O
6e3o0nacHOCTN B CETU NMOHATHBLIM U JOCTYMHbLIM S3bIKOM, @ NMPU BO3HUKHOBEHUU KPUTUYECKON
cuUTyaumnn obpaTnTbCs 3a COBETOM. A Takke NPUHATL y4acTue B KOHKypcax U cTaTb CaMbiM
UMpPOoBLIM rpaxgaHNHOM!



